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What is OTR?



End-to-End Encryption for
Instant Messaging.



—ncryption.
Authentication.
Deniabillity.

Perfect Forward Secrecy.



ENcryption

 Reference implementation is open source.
* Peer reviewed design.

* Protocol agnostic.



Protocol Agnostic

e Jabber (XMPP).
* [nternet Relay Chat.

e Facebook.

e Everything!



Protocol Agnostic
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oNknJRF1luro44Bsa73rX59cFregJLwxCOsZplLf2VOqVh3YI6BBg98S
Lvs4fnn7FAeaOGp+6l0GoShPzZmbSqWbRKBUJRSCgWEWS3/i7JTq
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Jakob Rattenborg Wolffhechel
"

OTR:AAIDAAAAAAEAAAACAAAAWMY+1UYWdjenud7JuMmNaUlEa2
R2D7SzupJ2rodDBAWDbvV3L10FVaYmVzOELQgf040+IUsaAINWvJIZ
nUmeOfFcJKByaedR7HicBs9X/0iGVVMyKXMvbSPr+0ofeXOxtprYwlaJ

eMOWIrP7+N8dm6LIRZ/0wpvQ8ReDdMUpFLjRF2FaSRdX0jfaO4EW;
xM+C7tkdBcEmKH3N8ujDEXUZKY9wBImEpHibwJvG6Ecti2PQwBJitkU
70077QPNZ2BWOFQAAAAAAAAABAAAAHhqUMSOFvrSsmAp30vAA
LgrOBWNvVN+Mn14ZaNT72hPL4AmQwXeRCG8MeBwVhk+nBUQVBAA
AAAA==,

Alexander Faeroy

?
OTR:AAIDAAAAAAIAAAACAAAAWPQRaDnvdXLoGw7XM2nMpcYeb
gZradakKMaGieTc/GsV7ywHFb3SBZTG/OfNOSNLrbxEpBLjNE29yZkk4
Ti10IADHhh44bT76S0giCrC22JiaN2EI/XscDcwwQH0e90+RO2NJeX
UsNjuCRRuYcKAFjUysAWFYhMGYKYIFz29Y8ClavB6 YKORFIKIOL1
HLKTTgq0Vd1At/OHvzeHxpOTGS5fV6qyjmNTlosZI4Q5Z7JRIy395n3r
OVityLQrZm4ONU+wAAAAAAAAABAAAACHOgWET IpSma/Mh7vp9aG
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Authentication

* Fingerprint verification, like with PGP,

e Socialist Millionaires Protocol.



Socialist Millionaires Protocol

Ask a question that only the person
you are communicating with is able
[0 answer.



Socialist Millionaires Protocol




Socialist Millionaires Protocol

Alice and Bob have a shared
secret that only they know.




Socialist Millionaires Protocol

meet?
Bob




Socialist Millionaires Protocol

Bob




Socialist Millionaires Protocol

Because Bob knew the answer, Alice and Bob are now authenticated.

Bob

It Bob had gotten the answer wrong, Alice would have known that
she is not communicating with the right Bob.

Be creative and careful with your question



Deniabllity

Bob is sure that Alice sent the message.

Encrypted Message

ﬁ Bob

But, Bob cannot prove that Alice wrote the message.



Deniability

Have yet to be tested in court



Perfect Forward Secrecy

Encrypted conversation.

. mu...um S0t



Perfect Forward Secrecy

Encrypted conversation.

._d-bd-b_ Bob




Perfect Forward Secrecy

Encrypted conversation.

._d-bd-b_ Bob




Questions?

Twitter: @ahfaeroey
Jabber: ahf@0x90.dk
05B4D6F3 C9B88F7C 1A99C3A4 4723D542 3BD3C3F0
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